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ABSTRACT

The rise in protection for web applications has reached a large degree, less trusting users and
more vulnerable attacks. Software reviews, penetration testing, and intrusion detection systems
are just a few of the methods that companies use to monitor that attacks, and by adding SSL,
firewall, vulnerability scanner, periodic evaluation, anti-virus, professional web developers
will not solve web application security problems.The security mechanism has therefore been
developed to provide a solution to the growing problem of web application security. The
research areas of this paper focused on the commonly reported security vulnerabilities in web
applications. Unvalidated Feedback, Improper Error Handling, Parameter Modification and
Directory Traversal have been the most popular web security features. In addition, the work
provides methods for defining threats and then providing security strategies to secure the web
application from those securities.Securing websites against the protection of the internet is a
challenge. The result shows the security mechanisms for the protection of the web application.
The analysis of web application protection, detecting vulnerable attacks and providing security
for the same.

Introduction

In recent years, the popularity of the internet and web applications has drastically increased.
Web applications delivered over the HTTP protocol are the primary way of providing services
on the internet and these services play a significant role in our everyday life in a variety of
fields such as finance, education, industry, commerce, healthcare and even critical
infrastructures. In consequence, web servers and web applications have become an attractive
target for attackers and an important vector for successful attacks. Many of those attacks rely
on techniques aimed at the application layer (e.g.: SQL injection, Cross Site Scripting,
parameter tampering, etc. ) and they are not detected by detection mechanisms operating on the
transport or network layers such as network firewalls or network Intrusion Detection Systems
(IDSs) . In order to detect and prevent attacks targeted towards web applications, specific
Web Application Firewalls (WAFs) are commonly used. Although IDS and WAF systems have
been studied and employed for decades, they have great difficulty in keeping up with the
amount of new attacks that are constantly appearing. The use of zero-day exploits,
sophisticated Advanced Persistent Threats (APTs) and other forms of attacks are on the rise
and they are able to bypass the protection layer of IDS and WAF systems that usually rely on
signature or anomaly detection technique. The shortcomings of signature-based detection
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techniques are well known because they can’t detect new unknown attacks. The research
community has focused its attention to anomaly-based detection techniques aiming to detect
new unknown attacks, but the effectiveness of those techniques has also been challenged.
Some researchers even state that anomaly detection is flawed in its basic assumptions , as
machine learning techniques being used are good to find similar events to ones previously
seen, but they are not effective to find new unknown events that are not present in the
training datasets.

Objectives
To identify the key security objectives in web application security.

1. To create an overview of the application by itemizing the important of web services.
2. To highlight on the characteristics of web security and application.
3. To deconstruct the application to identify the features and modules that have a security

impact, and that need to be evaluated in web securities
Methodology of Web Application Security

The following are recommended administrative controls that may help in strengthening the
security of web applications and protecting data handled by such applications.

1. Put in place key guidelines to provide direction on the development and
maintenance of websites and/or online applications.

2. Put in place key guidelines on coding and development practices for web
applications. Software development teams should follow a set of secure web
application coding practices

3. Collect and manage sensitive information and user data in compliance with policy
and regulations.

4. Prepare a security and quality assurance plan, and adopt quality assurance methods
such as code review, penetration testing, user acceptance tests, and so on;

WEB APPLICTION SECURITY

IMAGE 1.
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How the Web Works

rieve/generate

Request for a Web page

Delivery of the page in
HTML + scripts

execute client-
side scripts on
the page

CONCLUSION

Upon reviewing the findings of this systematic review of literature, the review supported the
professionals, researchers and policy makers of web application development projects. The
lack of standard security techniques to direct the creation of secure web applications indicates
that more research needs to be done to decide what the correct implementation
methodology is and what method is needed. Similarly, a consistent reference to the OWASP
Top 10 or risk assessment in the different studies under this review suggests to both
practitioners and researchers that improving safety around the development lifecycle using
different tools and techniques can be effective or easier to adopt than other methods. Other
approaches, such as security patterns and digital signatures, are also crucial. In addition, policy
makers and practitioners need to institutionalize, in their various projects, the culture of
safety considerations at an early stage and throughout the lifecycle of development, with a
focus on the vulnerability of requirements.
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