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Abstract 

Big Data refers to technologies and initiatives that involve data that is too diverse, fast 

altering or huge for malicious conservative technologies Big data security is the collective term 

for all the measures and tools used to guard both the data and analytics processes from attacks 

as well as the or other malicious activities that could damage or negatively affect them. The 

first challenge is arriving data, which could be intercepted or corrupted in transit. 

There are many challenges for maintaining the security  of big data .There are many 

methods available , This paper will focus on honey encryption technique over existing 

password-based encryption (PBE) methods that are used to protect private data are susceptible 

to brute-force attacks. Honey encryption helps to minimise this susceptibility. Cryptographic 

primitive is called honey encryption (HE).  HE scheme is custom-made to an estimate of the 

(possibly non-uniform) distribution of messages for which it will be employed. 

Another important aspect of this paper is protection of big data through block chain. 

Block chain: Blockchain authenticates data making it almost impossible to be handled due 

to the huge amount of computing power that will be required. Again through its disseminated 

system, blockchain technology ensures the security and privacy of data; blockchain-

generated Big Data is secure, as it cannot be forged due to the network architecture. Block 

chain-based Big Data is structured, abundant and complete, making it a perfect source for 

further analysis. 
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1. Introduction 

Big Data could not be defined just in terms of its volume.  However, to generate a 

basic understanding, Big Data are datasets which can’t be managed in conventional 

database ways to their size. This kind of data growth helps improve customer care 

service in many ways. Conversely, such huge amounts of data can also bring forth many 

privacy issues, making Big Data Security a prime concern for any organization. Working 

in the field of data security and privacy many organizations are acknowledging to prevent 

them. 

2. Typical Challenges to Securing Big Data 

Advanced analytic tools for unstructured big data and NoSQL databases are newer 

technologies in dynamic development. It can be challenging for security software and 

processes to protect these new toolsets. 

Advanced security tools effectively protect data ingress and storage. However, they 

may not have the same impact on data output from several analytics tools to multiple 

locations. 

https://dataconomy.com/2014/08/5-use-cases-of-big-data-improving-customer-satisfaction/
https://dataconomy.com/2014/08/5-use-cases-of-big-data-improving-customer-satisfaction/
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 Big data administrators may decide to mine data without consent or notification. 

Whether the motivation is curiosity your security tools need to monitor and alert on 

suspicious access no matter where it comes from. 

 If the big data vendor does not regularly update security for the background, they are at 

risk of data loss and exposure. 

 Privacy is another important aspect in the security of big data. 

3. Honey Encryption Concept 

Honey Encryption is a protection tool that makes it challenging for an attacker who is 

booming out a brute force attack to know if he has correctly predicted 

a password or encryption key. 

Typically, an attacker will know he guessed wrong because the decrypted results will 

be indecipherable. If Honey Encryption has been used, however, the wrong guess will 

generate affected results that appear to be genuine. Because each incorrect guess 

generates a probable result, it will be hard for the attacker to know when he has guessed 

correctly. 

Honey Encryption was invented by Ari Juels, former chief scientist of the RSA, and 

Thomas Ristenpart from the University of Wisconsin. At the time of this writing, Honey 

Encryption is well-matched for in which encrypted data is derived from passwords. 

‘Honey Encryption’ is a security mechanism that makes it difficult for an attacker who is 

trying to perform a brute force attack to know if he has correctly guessed 

a password or encryption key. 

 
                   Fig. 1  Honey Encryption Concept 

A brute-force attack involves repeated decryption with random keys; this is equivalent 

to picking random plaintexts from the space of all feasible plaintexts with a uniform 

distribution. In effect, honey encryption up fake data in response to every incorrect guess 

of the password or encryption key." 

Typically, an attacker will know he's guessed wrong because the decrypted results will 

be incomprehensible. If Honey Encryption has been used, however, the wrong guess will 

https://searchsecurity.techtarget.com/definition/password
https://searchsecurity.techtarget.com/definition/encryption
https://searchsecurity.techtarget.com/definition/key
https://searchsecurity.techtarget.com/definition/password
https://searchsecurity.techtarget.com/definition/password
https://searchsecurity.techtarget.com/definition/encryption
https://searchsecurity.techtarget.com/definition/key
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generate spurious results that appear to be genuine. Because each incorrect guess 

generates a conceivable result, it will be difficult for the attacker to know when he has 

guessed correctly. 

4. Flowchart of Honey Encryption 

 

 
 

 

All title this verification can be done by a honey checker, which stores the index of the 

password.  

Therefore, in a normal verification process the computer system has some phony or 

fake passwords and the honey checker has the index. 

 When a user login with the correct password the system checks the honey checker, if 

the indexes are identical, the user is granted access with no alarm being fired. When we 

adopt such a setup, we get better distributed security, and the chances of compromising 

both computer system and honey checker are lower. Even if the honey checker is offline, 

still the system is proficient of comparing the cache to detect the break when it comes 

online again. 

Usually in Windows environments, passwords are stored in SAM (Security Account 

Manager ) databases. Hashing is done over the SAM database to preserve the integrity of 

the password file. So if anyone makes any unauthorised changes in the SAM database, 

then we can conclude a breach has occurred. So with the help of honey encryption a 

forged or fake password file is generated, which contains some bogus passwords in that 

file.  

One cannot easily identify the fake password file as it looks exactly like the usual 

password file, and inside the password file many sweet words are introduced. Sweet 

words are combinations of the user’s unique or original password with honey words. 
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It is unlikely that the honey encryption can be compromised as the password system 

and honey checker exist in in different operating systems.  

5. How Blockchain and Big Data Complement   Each   Other 

1. Blockchain and Big Data are two technologies in full swing, but they are also two 

balancing technologies. Blockchain transforms storage and data analysis. 

2. In recent years, the blockchain is at the soul of computer technologies. It is a 

cryptographically secure distributed database technology for storing and transferring 

information. Each record in the database is called a block and contains details such as 

the transaction date and a link to the previous block. 

3. The main advantage of the blockchain is that it is decentralized. In fact, no one controls 

the data entered or their integrity. However, these checks are carried out constantly by 

the various computers on the network.  

4. These different machines hold the same information. In fact, corrupted data on one 

computer cannot enter the chain because it will not match the equivalent or comparable 

data held by the other machines.  

5. To put it simply, as long as the network exists, the information remains in the same 

state. 

6. This technology also helps prevent possible data leaks. Once the information is stored 

on the channel, even the most senior managers in a company will need several 

permissions from other points in the network to access the data. It is therefore 

impossible for a cybercriminal to grab hold of it. 

7. By extension, the Blockchain allows sharing data more serenely. To use the example of 

the hospital, an institution may need to share health data with the courts, with insurance 

companies, or with the employers of a of a patient. Conversely, without the blockchain, 

this practice can present risks. 

6. Blockchain and Big Data to secure data 

  

              Fig. 2  Blockchain and Big Data security 

https://hackernoon.com/blockchain-for-authentication-benefits-and-challenges-94a93f034f40
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Blockchain has supported a whole new way of managing and operating with data no 

longer in a central perspective where all data should be brought together but a 

decentralized manner where data may be evaluated right off the limits of individual 

devices. Blockchain incorporates with other advanced technologies, like cloud solutions, 

Internet of Things (IoT) and Artificial intelligence (AI). 

In addition, validated data generated via blockchain technology comes structured and 

complete plus the fact it is immutable like we mentioned earlier. 

One more important area where blockchain generated data becomes a improvement for 

big data is in data integrity since blockchain ascertains the origin of data though its 

linked chains. 

Big Data Analytics can have an added layer of security if implemented on a blockchain 

network. The first layer of security can be recognized to the network architecture of the 

blockchain.  

Unlike the traditional methods, the information in the network is secure and cannot be 

duplicated. Secondly, using Blockchain to store big data can make the information 

organized and treasured. 

 Performing analysis on data becomes more efficient and easier. Using the Blockchain 

technology can also help fraud detection. Banks and financial associations can trace a 

transaction to its origins and detect any anomalies or differences. 

 

7. Honey Encryption & Block chain and BIG data security Issues: 

Honey encryption is suitable for a small, message space as the overhead of handling a 

large message space is very high. In this mechanism, DTE (Distribution Transforming 

Encoder) needs to read the message space and inverse_table file line by line for 

encryption and decryption if the message space is larger than the available system 

memory. Having these files in the memory will accelerate the search (e.g., by using the 

binary search method)for decryption. So, we claim that honey encryption is suitable for 

encryption/decryption with a small message space; else, the encryption/decryption 

systems should have advanced hardware configurations. 

 The message space should be carefully designed, or honey encryption cannot well 

address the brute-force weakness. Although a plaintext derived by DTE from a wrongly 

guessed key looks like a correctly decrypted cipher text, attackers can use other 

methodologies to confirm whether the guessed key is incorrect if the message space has 

not been carefully designed. In the mobile phone number case, the attacker can dial the 

mobile number to check whether the number is a correct one. For the identification 

database in a women’s hospital, the decoded identification number should not belong to a 

man. Identification numbers that belong to 0-to-4-year-old babies should be less likely in 

a database in an e-commerce corporation. In a middle school, most students should not be 

less than 12 years old and older than 19 years old. As the decryption process outputs a 

message from the message space, this message should not have any fingerprint that could 

be used by attackers to identify the correctness of the letters in the message. 

 The competence of protecting sensitive private data provided by honey encryption 

differs for different applications. The decryption process outputs a message from the 

message space, no matter whether the key is correct or not.  

https://bigdata-madesimple.com/5-reasons-why-data-scientists-should-use-blockchain-technology/
https://bigdata-madesimple.com/5-reasons-why-data-scientists-should-use-blockchain-technology/
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Because of this feature there can be possibility of leakage  of some valid messages and 

this may have dissimilar impact on different applications. Taking the identification 

number, for example, a malicious user can still get some valid identification numbers 

from the system, but the attacker may not be able to get the corresponding name of the 

identification holder. So the possibility for the attacker to maliciously use the 

identification to commit crimes is restricted. For text message spammers, the leakage of 

mobile phone numbers is enough for sending spam.          

8. Limitations 

With all above mentioned advantages, one can think honey encryption would be the 

ultimate security solution Unfortunately, that is not the case. They have several 

limitations It is because of these limitations that honey encryption(HE) do not replace 

any security mechanisms they only work with and improve your overall security of 

structural design.  

If an attacker breaks into your network and attacks a variety of systems, your honeypot 

will be supremely uninformed of the activity unless it is attacked directly. If the attacker 

has notorious your honeypot for what it is, she can now avoid that system and gain access 

to your organization, with the honey pot never knowing it is entered there. 

In case of blockchain network nurtures at an unprecedented pace which will consume 

heavy resources and leads to substantial energy consumption. As the blockchain network 

develops, the miners need to validate the blocks in a network also needs to be augmented. 

Every miner requires a supercomputer or similarly powerful hardware resources to mine 

the blockchain. All these demands heavy energy consumption. 

9. Conclusions 

Conclusion 1: There are numerous challenges to securing big data that can 

compromise its security. These challenges are by no means limited to on premise big data 

platforms. They also pertain to the cloud. When you host your big data platform in the 

cloud, one cannot take anything for granted. Work closely with your provider to 

overcome these same challenges with strong security service level agreements. 

 Big data security is a constant concern because it’s deployments are valuable targets 

to would be intruders. A single payment ware attack might leave your big data 

deployment subject to ransom demands.  

PBE and other conventional mechanisms  are unable to provide overextended security 

for data  in that cause honey encryption can provide solution to some extent . 
 

Conclusion 2: The control of erroneous information is one area that   blockchain 

technology can positively influence the data science field in no small measure. Again 

through its distributed system, blockchain technology ensures the security and privacy of 

data.  

Most data are stored in centralized servers that are often the target  of cyber attackers; 

too many reports of hacks and security breaches goes to show the extent of the threat. 

Blockchain, on the other hand, restores the control of data to the individuals generating 

the data making it an tough task for cybercriminals to access and manipulate data on a 

large scale. 

https://www.datamation.com/big-data/big-data-challenges.html
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Blockchain can contribute in maintaining privacy of big data up to desired extent; 

additionally balancing the security of endlessly updating data as well as databases can be 

possible with the help of honey encryption as well as blockchain technology. 
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